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Abstract – This paper is based on black-hole detection and 

prevention in the Wireless Sensor Nodes (WSN’s). This is an 

attack occurs cause of malicious nodes, which fetch the data 

packets by falsely advertising a false route to the destination. 

Wireless networks are very popular these days, as the users want 

wireless connectivity at every geographic position. There is an 

increasing problem of attacks on Wireless Sensor Nodes (WSN’s) 

Black hole attack is one of the security loophole in which the 

traffic is redirected to unauthorized node that actually does not 

exist in the network. The nodes represent itself in the way to the 

other nodes that it can attack other nodes and networks knowing 

that it has the shortest path. WSN must have a secure way for 

communication, which is pretty challenging. By aiming to provide 

secure communication and transmission, researchers working 

specifically on the security threats in WSN, and provide us secure 

routing protocols. 

Index Terms – MANET, Black Hole, and Routing Protocols. 

1. INTRODUCTION 

A wireless sensor network (WSN) is a group of sensor nodes 

spread over a specific area where the changes would be 

observed. A wireless sensor network contains of sensing 

elements; storage component, processing unit and these nodes 

can interact with the other nodes too. All sensor nodes 

communicate through a wireless transmission. The sensor 

nodes are randomly plotted in the area. If the sensor node is not 

able to communicate to the other node through an explicit link, 

i.e. it means they are out of broadcasting range; the packet can 

be sent to that node by using the intermediate nodes. The 

concept of using the intermediary nodes to transmit the data is 

called as multi-hopping. There is no requirement to provide an 

infrastructure to set up the network, as the wireless sensor 

networks are not the centralized systems. The wireless sensor 

networks ensure the end-to-end communication between the 

nodes.  

Wireless sensor networks ensure self-healing and self-

organizing capabilities. Self-healing permits the sensor nodes 

to reconfigure themselves and try to find an alternate path for 

the nodes when the link fails or powered-down. The sensor 

node gathers and forwards the data to the information sink 

using the multi-hop wireless network. 

 

 

Figure1. WSN's architecture 

A sensor network is self-organizing because it allows the 

network to join a new node without any transmission 

interfering. Sensors are the powerful devices which are capable 

of collecting the data from different devices, stores, sensing and 

conveying the information to the sink or the base station. The 

sensor networks must have the ability to resist environmental 

circumstances and it has the ability to cope with the node 

breakdown. In wireless sensor networks, the sensor nodes are 

supportive in nature and are organized in a supportive manner. 

There are no requirements to install, as they can be easily 

employed anywhere in the network. The data collected from 

different devices can be retrieved from either the sink or the 

base station.  

The security in wireless sensor networks (WSNs) is a serious 

concern due to the inherent limitations of computational 

capability and power usage. Though a variety of security 

methods are being developed and a lot of research is going on 

for security concerns at a brisk pace but the field lacks a 

common integrated platform which provides a wide-ranging 
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comparison of the apparently unrelated but linked issue user we 

attempt to relatively analyze the various available security 

methods highlighting their advantages and limitations. This 

will surely ease the implementers’ burden of choosing between 

various available modes of defense.  

 

Figure 2: Black Hole Attack Detection 

Security permits WSNs to be used with self-assurance and 

keeps integrity of data. Without security, the use of WSN is any 

application domain would result in unwanted significances. 

Particularly in military based projects where a compromise in 

security cans indication to terrible significances. Thus security 

must be addressed in such critical sensor applications. It tries 

out that providing security in wireless sensor networks is 

pivotal due to the fact that resources such as power, bandwidth, 

computation, and storage inherently limit sensor nodes.  

2. PREVIOUS STUDY 

A black hole threat means that one malicious node manipulates 

the routing protocol to claim itself of existence the shortest path 

to the destination node, but drops the routing data but does not 

forward packets to its neighbors. A solo black hole attack is 

easily occurs in the WSN. 

A.Babu Karuppiah et al. have proposed an improvised 

hierarchical vitality efficient intrusion detection system is 

proposed, to protect sensor Network from black hole attacks. 

Previous approach is simple and is based on exchange of 

control packets between sensor node and base station. The 

results show that our proposed algorithm is effective in 

detecting and preventing competently the black hole attacks. 

Rakesh Kumar Gautam et al. Authors have presented some 

black hole attack detection and prevention methods researched 

by the authors. Most of the attacks beside security in wireless 

sensor networks are affected by the addition of wrong 

information by the compromised nodes in the network. On 

behalf of defending the inclusion of false reports by 

compromised nodes, a means is mandatory for identifying false 

reports. Though, building such a detection method and making 

it efficient represents a great investigation task. Again, 

confirming complete security in wireless sensor network is a 

major research issue. Most of the proposed security schemes 

are based on specific network models. In this paper we 

summarized various black hole detection and prevention 

technique.  

Karishma Chugh et al. Authors have studied the malicious 

nodes, which continue to send self-generated data packets 

cause an increase in the number of DIO messages exchanged 

between nodes while malicious nodes, which suppress self-

generated data packets are able to disguise the instability of 

network by having no effect on the number of DIO messages 

or packet delay. Scenario with malicious node sending self-

generated data packets showed 8% increase in total number of 

DIO packets exchanged amongst nodes while scenario with 

malicious node not generating any data packets had less 

number of DIO messages exchanged thus falsely presenting a 

stable network topology. It was also found that data packets 

suffer delay in presence of malicious activity in the network. 

Data packets generated by malicious nodes were 4.3 times 

higher delayed as compared to data packets from their 

counterparts in clear network. Data packets from non-

malicious nodes also suffered considerably higher delay. Thus, 

increased packet delay and increase in exchange of DIO 

messages can be treated as preliminary indicators of malicious 

activity but more concrete parameters are required to identify 

malicious nodes. This case study may be helpful in designing 

an effective defense system against known attacks on wireless 

sensor networks.  

Nadeem Ahmed et al. Authors have given the details of 

different types of holes, discuss their characteristics and study 

their results on successful working of a sensor network. We 

present advanced in research for addressing the security threats 

related difficulties in wireless sensor networks and discuss the 

comparative concentrations and limitations of the proposed 

solutions for combating different kinds of holes. 

3. PROBLEM FORMULATION 

No attention has been given to the detail to study the effect of 

Black Hole attack in WSN using Reactive and Hybrid routing 

protocols and to compare the vulnerability of both these 

protocols against the attack. There is a need to address these 

kinds of protocols underneath the attack, as well as the impacts 

of the attacks on WSN. Proposed study analyzes Black Hole 

attack in WSN using reserve path based node activity and link 

health tracking for the detection and elimination the black hole 

nodes. 

4. METHODOLOGY 

This research will start with previous study of existing WSN 

routing protocol's performance against black hole attacks. In 

the literature study, we will study the existing WSN routing 

algorithms. Previous study will lead towards the 

implementation of all of the above-mentioned WSN routing 

protocols in NS2. It also becomes quite important to conduct a 
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detailed review about the performance analyzing parameters. 

The Simulation will be done in NS2. A detailed performance 

and feature-testing system would be designed and developed to 

analyze the performance of the WSN ROUTING 

PROTOCOLS (AODV, TORA and DSR) under Black hole 

attack. 

5. CONCLUSION 

With this study, the black-hole attacks can detect easily. And 

with prevention from these attacks the communication will 

never break in WSN. With RPB approach there will be reserve 

paths to continue the communication if black-hole finds in the 

existing path. 
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